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In the context of the increasing digitalization of the textile industry, increasing
its vulnerability to cybersecurity threats, this study assesses the data protection
mechanisms and legal frameworks in organizations of different sizes. The paper fo-
cuses on cybersecurity practices, security risks, investment efficiency, and policy ef-
fectiveness in five categories of enterprises: small, medium, and large manufactur-
ers, international suppliers, and distributors.

The study uses a systems approach, including stratified sampling, probabilistic
risk modeling, systems maturity assessment, and compliance testing. Using multi-
variate analysis, we examine the key relationships between incident frequency, fi-
nancial losses per incident, level of investment in cybersecurity, and actual system
performance.

The results show that international suppliers and large manufacturers have signif-
icantly higher financial liability despite a relatively low incident frequency. In contrast,
smallenterprisesexperience amuch higher rate of breaches, due to their low investment
and immaturity in cybersecurity solutions. For small and medium-sized enterprises, the
cost-benefit analysis shows that the most effective interventions are employee training
(two-thirds of respondents expect a positive effect from implementing training pro-
grams) and specialized software (more than 80% of respondents noted a return on the
use of targeted software products compared to general-purpose ones).

The presence of formal cybersecurity policies is also associated with a reduction
in both the frequency and severity of incidents across all types of organizations. An
assessment of technical performance revealed significant differences in latency and
throughput metrics, with larger companies generally demonstrating better optimiza-
tion of technical solutions and higher cybersecurity index scores.

The findings highlight the critical need to develop scalable and affordable pro-
tections, as well as to ensure alignment between cybersecurity standards and appli-
cable legal regulations. Thearticle highlights the need for differentiated policies and
investment models that take into account the size and complexity of organizations to
improve the resilience of the industry to the growing cyber threat.
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B ycnosuax napacmarowieii yugposuzayuu mekcmuabHol nPOMbIUIEHHOCMU,
nOGLIUAIOUCIL ee YAZGUMOCH b K Y2P0o3am Kubepdezonacnocmu, Hacmoauiee uccie-
0oeaHnue oaem OUEHKY MEXAHUIMOE 3auiiinbl OAGHHbBIX U NPABOGLIX PAMOK 6 0p2a-
HU3QUUAX paiuynozo macwimada. Ocnoenoe eHumanue 6 pabome yoensemcs
npakmuke obecneuenus Kubepoe3onacHocmu, puckam HapyuieHus 6e30nacHocmu,
Iphekmugnocmu uneecmuyuil u pe3ynbmMaAmMUEHOCMU NOJTUMUKU 6 NAMU Kame-
20puax npeonpuamuil: majvle, cpeOHue U KpynHvle nPou3eoo0umesnu, mMexicoyHa-
POOHbBIE ROCMABUWUKU U OUCMDPUOLIOM OPBbL.

B uccneoosanuu npumenen cucmemulit n00X00, 6KII0YAIOWUIL cmpamuuuyu-
POBAHHYI0 6bIOOPKY, 6EPOAMHOCMHOE MOOEUPOBAHUE PUCKOS, OUEHK) 3Del1oCmU
cucmem u npoeepKy cooardeHus Hopmamuenvlx mpebdosarnuil. C nomoupro MHo-
206aPUAHMHO20 AHANIU3A U3YUEHbL KII0UEGble 63AUMOCEA3U MEIHCOY YACH OMOU UH-
UUOEHM 08, PUHAHCOBLIMU NOMEPAMU HA OOUH CIyudail, YPOGHEM UHEECMUUUIL 8
Kubepbe3onacHocms u peanbHoll RPOU3800UM EIbHOCHLBIO CUCH EM.

Pe3ynomamul nokazvieéaiom, umo mexicOyHapooOHvle nOCMAGU{UKU U KPYnHble
npou3eo00umenu Hecym 3HAYUmMenbHO DONLULYI0 PUHANHCOBYIO OMEEm CINEEHHOCHb
npu cpagHumeNbHO HU3KOU yacmome unyuoenmos. Hanpomue, manvie npeonpu-
AMUA CMATKUBAIOMCA C HAPYUIEHUAMU 20PaA300 Yauje, Ymo 00ycino6i1eHo HU3KUM
YpO6HEM UHEEeCH UYWL U He3PEN0CH bI0 NPUMEHAEMbBIX PeUleHUull 6 00.1acmu Kubep-
oe3onacnocmu.

Jlna manvix u cpeonux npeonpuamuil AHAIU3 COOMHOUIEHUS 3AMPam U 661200
demoncmpupyem, umo Haudo1Luy10 3 hhexkmusnocms daem odyuenue compyoHu-
K06 (06e mpemu pecnoHOEeHmM 08 0HCUOAIOM NOSIOHCUM ETbHBLIL Ihhekm om 6HeO-
Penus npozpamm 00yuenus) u HeOpeHue Cneyuaiu3upoaHHoz0 NPoZPaAMMHO0
oovecneuenusn (bonee 80% pecnonoenmog ommemuau omoayy om nPUMEHEHUA ye-
J1e6bIX NPOZPAMMHBIX RPOOYKI 06 NO CPAGHEHUIO C YHUBEPCAIbHBIMU).

Hanuuue ¢gopmanuzoeanuvlx noaumuk 6 ooO1acmu KubepbezonacHocmu
MmaKice CéA3AH0 CO CHUNCEHUEM KAK YACHOMbl, MAK U CEPbe3HOCH U UHUUOEH 08
60 écex munax opzanusayuili. OyenKa mexHuueckoil npou3eo0umenbHOCmu Gbl-
AGUNA 3HAYUM EILHbIE PA3TUYUA 8 NOKA3AM eIAX 3A0EPIHCEK U RPONYCKHOU CROCO0-
HOocmu: 6onee Kpynnovle KOMRAHUU, KAK RPABUI0, OEMOHCHPUDPYION JIYYULYI0 OR-
MUMU3ayuI0 mexHu4ecKux peueHuil u doyee 6plcoKue noxKazamenu UHOeKca Ku-
oepoe3onacnocmu.

Ilonyuennsie 6b1600b1 NOOYEPKUBAIOM KPUMUUECKYI) HE0OX00UMOCHMb pa3pa-
OomKu macuimaoupyemvlx u 0OCHYnHbIX Mep 3aujumol, a Makdice 00ecneyenus
COOMEEemcmeus mexcoy Cmanoapmamu Kuoepoe3onacnocmu u 0eucmeyouumu
npaeosvimu Hopmamu. B cmamoe akyenmupyemca éHuManue Ha ROMPEOHOCM U 8
oupepenyuposannvix NOTUMUYUECKUX MEPAX U UHEECH UUUOHHBIX MOOENAX, yUll-
MblEAIOUWUX PAMEDP U CTIOHCHOCH b OP2AHU3AYUTL, 0J1A NOGLIUIEHUS YCM OUIYUE0CHU
ompacau K ygeauuueaoueiica Kkuoepyzpose.

Keywords: cybersecurity, textile industry, breach risk, data protection, in-
vestment efficiency, maturity modeling.

KaoueBbie ciioBa: kndep0e30nacHOCTb, TEKCTWIbHASI MPOMBIIIJIEHHOCTD,

PUCK MPOHUKHOBCHHUSA, 3allIUTA JAHHBIX, 3q)(l)eKTI/IBHOCTb I/IHBCCTI/II[Hﬁ, MOaeJIh-
POBaHME 3PEJTOCTH.
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Introduction

The international textile industry is di-
verse and multifaceted global enterprise inter-
connected within itself and also occupies a
prominent position in the global economy.
With vast supply chains stretching from raw
materials purchases to the delivery of finished
products, it has increasingly been turning to
digital systems to increase its efficiency, en-
hance its quality and drive profits. While time
this digital transformation delivered enormous
positives, including productive production
processes, in efficient logistics and improved
consumer experiences, it also introduced a
myriad of new exposures [1].

The adoption of smart technology has gen-
erated a massive increase in the amount of sen-
sitive data that is created and shared via the In-
ternet of Things (1oT), big data analytics and
cloud computing. Trade secrets and intellec-
tual property, along with confidential data and
customer information, now reside in digital
architectures that are an ever more frequent tar-
get for cyberattack. The supply chain’s inter-
linkages exacerbate the predicament: one at-
risk cog can devastate the operations of sev-
eral parties, with consequent financial and rep-
utational damage. In addition, because the in-
dustry is inherently global, the threats are bor-
derless, putting these companies at even
greater cyber risk, which requires robust, joint
responses [2].

One of the frequent worries alluded to is
protecting supply chains that are typically
made up of many different entities spanning
multiple locations. These supply chains are ex-
amples of the processes that rely on digital
technologies to carry out elements like com-
munication with suppliers, inventory manage-
ment and logistics but are logistic IT systems,
are points of vulnerability to be exploited by
attackers [7].

Compounding the problem is the lack of
uniform regulatory standards for cybersecurity
and data protection in the textile sector. This
lack of agreement makes it difficult for multi-
national corporations striving to maintain com-
pliance and consistency across several juris-
dictions with varying legal interpretations,
standards, and enforcement modalities. The
absence of standard guidance also makes it

more difficult for smaller businesses, and par-
ticularly those in developing markets, to de-
ploy effective cybersecurity protections. lead-
ing to a growing risk of data breaches, the
theft of intellectual property and industry sup-
ply chain disruption [3].

The textile sector is often devoid of the in-
stitutional knowledge and the resources
needed to set up strong cyber defenses. Many
firms, especially smaller manufacturers and
suppliers operate on narrow margins and may
be more concerned with short-term operational
problems than with long-term security spend-
ing. Even large, multinationals organizations
with significant resources available to them
struggle to achieve consistent security across
disparate geographic regions and third-party
partners [4]. Research suggests that regulatory
frameworks have an important role in defining
baseline security standards. This includes a
range of industries, but all that's still a diverse
split-territory between regions, with rules dif-
fering significantly. The lack of uniformity
complicates compliance, particularly for mul-
tinational corporations. The literature  [8]
shows that there is a gap in design of industry
specific guidelines.

As the threat landscape continues to
change, traditional solutions such as firewalls
or antivirus programs are no longer enough.
Cybercriminals  are  using sophisticated
cyberattacks on vulnerable links in the textile
industry’s digital ecosystem: ransom locks,
phishing scams and supply chain attacks. Such
threats can disrupt operations and undermine
consumer trust. But with increasing consumer
awareness of data privacy, and how their data
is used, many are becoming less willing to re-
main in the dark about how their datais being
handled. Even a single breach can have a
crushing reputational impact, lost loyalty, and
a market value blow [5].

Employees in every role, from shop floor
worker to C-suite executive to the C-suite, need
to be trained to identify threats and react accord-
ingly. Additionally, working together through
sharing of knowledge concerning best practices
and principles to devise common guidelines that
align security across security standards would
help alleviate the risks associated with breaches
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and establish a more solid foundation for a resil-
ient industry framework [6].

Research [9] quantified the financial loss
from data breaches and cyberattacks, further
underscoring the business case for taking ac-
tion to prevent them. In this respect, research-
ers have advocated greater industry specific
inquiry to identify cost efficient mechanisms
that ensure security outlays do not compromise
operational necessity. Though the textile in-
dustry is often not cited itself, casual observa-
tion indicates that companies dominating more
studied industries should take notes from the
textile industry [10].

Protection practices in place will be vital to
remaining competitive, safeguarding stake-
holder interests and upholding consumer trust.

This article aims to contribute to the ongo-
ing discussion on the right way that we could
provide the necessary baselines to harmonize
effective cybersecurity policies in ways that do
not compromise the security of vital infor-
mation but rather promote exercise and contin-
gency within the entire textile value chain.

Methodology

The methodological framework for this
study integrates data-centric risk quantifica-
tion, cybersecurity maturity modeling, invest-
ment-performance analytics, and policy evalu-
ation design. To ensure empirical rigor, the

Avg. Financial Loss per
Breach (AFLB, USD)

framework adopts multivariate modeling,
structured sampling, and equation-based met-
ric derivations—aligned with international
standards in industrial cybersecurity evalua-
tion [2, 3, 6, 11, 12].

Structured Data Collection and Sampling
Design

Data collection employed a stratified ran-
dom sampling method to ensure statistical rep-
resentation across multiple tiers of textile in-
dustry actors, including small-scale manufac-
turers, medium-scale producers, large inte-
grated enterprises, global suppliers, and re-
gional distributors. The strata were based on
firm size, operational complexity, and global
market exposure.

Primary data were obtained using:

« Digital cybersecurity audit surveys

o Structured breach and protocol imple-
mentation reports

o Enterprise-level compliance checklists

Each firm was evaluated based on the fol-
lowing dimensions:

e Number of confirmed cybersecurity
breaches (per annum)

« Financial loss per breach (in USD)

« Percentage of firms with basic cyberse-
curity protocols (BCP)

o Percentage of firms with advanced cy-
bersecurity frameworks (ACP)

T able 1
BCP Imple- ACP Imple-
mentation (%) | mentation (%)

. Sample Reported

Firm Type Size (N) Breaches (RB)
Small-Scale
Manufacturers >0 10
Medium Manu- 75 15
facturers
La'rge Enter- 25 20
prises
Intemgtlonal 30 25
Suppliers
Distributors 20 5

This dataset serves as the foundational in-
put for the risk assessment, maturity evalua-
tion, and subsequent modeling procedures [11,
13, 14].

Multivariate
Function

Cyber-risk exposure is quantified using an
augmented breach probability function, ex-
tending classical risk modeling with dynamic

Cyber-Risk  Probability

5,000 60 20
15,000 70 30
50,000 80 50
100,000 85 70
10,000 50 15

financial scaling. The base equation for breach
probability P; for firm i is:

=A%
Pi - ¢i+e ' (1)
where 1; € N number of breaches (RB); a; € R*

average financial loss per breach (AFLB),
¢; € [0,1] cybersecurity investment index
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(CI1) normalized, e = 0 infinitesimal con-
stant to avoid division by zero.

This continuous probability metric ac-
counts for firm-specific financial exposure,
breach intensity, and mitigation investments.
The index ¢, is derived through normalization
of per-firm investment metrics:

where [; is the reported cybersecurity invest-
ment of firm i and max (I) is the maximum in-
vestment across the sample [12, 14, 15].

Weighted Cybersecurity Maturity Model
(WCMM)

Maturity levels are classified using a
weighted additive model that aggregates three
core cybersecurity functions: Employee Train-

¢, = o ) ing Programs (ETP), Encryption Implementa-
max (1) tion (ENC), and Incident Response Infrastruc-

ture (IRI). The model follows:
Maturity Score; = w; ETP;+w, ENC;+ w; IRI; 3

Subject to constraints:

where w,=0.3, w,=0.35, w; =0.35 based on
expert calibration. Each component is scored

Firm Type Employee Training (ETP)

w; € R*,

Encryption Adoption (ENC)

ETP,ENC,IRI, € [1,5]

based on compliance levels with ISO/IEC
27001 standards.

T able 2
Incident Response (IRI)

Small Manufacturers 1
Medium Manufacturers
Large Manufacturers
International Suppliers
Distributors

— AW

This scoring is later mapped to categorical
maturity levels (Basic — Integrated)using a 5-
interval classification.

Security Investment Efficiency Modeling

To model investment efficiency across cy-
bersecurity programs, a dynamic return func-
tion R; is defined as:

R- — Bi_(ci"'Mi) ' (4)

t C;+M;

where B; benefit in USD (theoretical reduction
in expected loss), C; capital expenditure on cy-
bersecurity systems, M; operational mainte-
nance costs over one fiscal year.

This formulation is consistent with return-
on-security-investment ~ (ROSI) modeling
frameworks in enterprise cyber-economics
[16, 17]. Additionally, projected financial
losses avoided are simulated using stochastic

1 1

— AW
— AW

estimators of breach reduction impact rates
from controlled firm environments.

The benefit component B;is parameter-
ized as the product of breach mitigation rate
and estimated average loss per breach per firm
category.

Policy Effectiveness Evaluation Schema

To assess the institutional effect of formal
cybersecurity policies, a pre-post delta model
is used. The relative effectiveness AE; for each
firm is expressed as:

pre _,,post
AE. = RB; RB; . (5)

1 RBipTe

And the severity reduction function
AS; Delt is given by:

SIPTe g P05t

AS=Z—— . (®)
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where RBP™®, RBP**" breach frequency before
and after policy enforcement, and S; severity
Index scored based on impact and recovery
time (1-100 scale).

This dual-function model supports infer-
ence on whether implemented data protection
laws, governance frameworks, or 1ISO-compli-
ant policies have a statistically significant im-
pact on firm security behavior [5, 8, 18].

Legal and Ethical Framework Alignment

The entire methodology is framed within
international data protection and privacy stat-
utes, including the General Data Protection
Regulation (GDPR), EU Cybersecurity Act,
and ISO/IEC 27001, contextualized for textile
supply chains. Ethical compliance, reporting

m Annual Breaches

Mean Loss per Breach (USD)

transparency, and human-centric data privacy
were observed through the Sustainable Cyber
Governance Model [3, 6, 19].

Results

The frequency of cybersecurity breaches
and the associated financial losses were ana-
lyzed across five categories of firms in the tex-
tile sector (fig. 1). These included small and
medium manufacturers, large enterprises, in-
ternational suppliers, and distributors. Breach
data were taken from annual security filings
by companies, which mirror actual operational
weaknesses. This was also assessed with re-
gard to the severity of the financial loss, so that
both the economic consequences of these
breaches could be ascertained.

Total Annual Loss (USD)

(=]
(=]
(=]
o
=
o )
o
=
o
=
[Ty}
o
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o =3
a - g o
(=]
i g 8 g
o
g g . 2 g 3
< > n o
o 9 a ~ A
—
— [++] (] — 1]
SMALL MEDIUM LARGE INTERNATIONAL DISTRIBUTORS
MANUFACTURERS MANUFACTURERS MANUFACTURERS SUPPLIERS
Fig. 1

The datashown in Figure 1 clearly shows
that there is a stratification of the effect of cy-
bersecurity breaches conditioned on firm type.
Small manufacturers did see more fragmenta-
tion here though (10 ayear) but were not cost-
less at $15,000 per breach, meaning their mod-
est annual loss, overall, was $150,000. Me-
dium-sized companies had fewer breaches but
the cost per breach was higher, tallying an av-
erage annual loss of $200,000. Large manufac-
turers, on the other hand, who reported fewer
incidents (5) had a disproportionate loss at
$100,000 per breach, for a total loss of
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$500,000. The wvast majority of losses,
$600,000, resulted from international suppli-
ers. Distributors had the least number of
breaches and moderate losses. These figures il-
lustrate the reality that the larger and more
complex the operation, the greater the finan-
cial exposure.

Table 1 evaluates the susceptibility of
firms to a cyber threat using a risk probability
model. The calculation was made on the re-
ported number of breaches, average financial
loss per incident, and each firm’s cybersecurity
investment index.
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T able 3

Firm Tvpe Breaches Loss per Breach Investment Index (0— Breach Probability
yP o) (USD) 1 Score
Small Manufacturers 10 5,000 0.2 250,000
g:dlum Manufactur- 15 15,000 05 450,000
Large Manufacturers 20 50,000 0.8 1,250,000
International Suppliers 25 100,000 0.7 3,571,429
Distributors 5 10,000 0.4 125,000

Table 3 represent that international suppli-
ers appear to have the highest risk probability
scores for severe breaches according to the
data, driven by the high frequency of incidents
and the significant financial exposure in the in-
vestment indices. Similarly, large manufactur-
ers appeared particularly vulnerable, but
largely due tothe number of dollars lost in each
breach. Medium manufacturers balanced their
breach count and spend, resulting ina mid-tier
risk score. Interestingly, the distributors scored
the lowest for minimal exposure. Small man-
ufacturers continued to be vulnerable from in-
adequate spending on security, too. These
findings demonstrate that breach frequency
and the investment have primary first-order in-

fluences on the cybersecurity risk across firm
types.

A cybersecurity maturity assessment was
performed to analyze how well enterprises
have embedded effective cybersecurity prac-
tices. Its review assessed employee training,
the deployment of encryption and the estab-
lishment of incident response protocols. Each
of these aspects was rated ona 1 to 5 scale and
merged to form a weighted maturity score.
This information allowed firms to be classified
into standard maturity levels from Level 1
(basic) to Level 4 (advanced). In fig. 2 we val-
idate the firm's readiness within textiles to de-
fense against Cyber Threats due to procedural
health from inside.

m Small Manufacturers Medium Manufacturers Large Manufacturers International Suppliers Distributors

EMPLOYEE TRAINING ENCRYPTION

The results shown in Figure 2 a linear re-
lationship between organizational size and ma-
turity in cybersecurity. International suppliers
displayed their highest maturity level (Level
4), showing that they had a mature cybersecu-
rity posture, including strong encryption, ac-
tive training programs, and advanced incident
response capabilities. Level 3 was attained by
large manufacturers that demonstrated seem-
ingly steady, but not necessarily optimal de-
velopment. Medium manufacturers were

INCIDENT RESPONSE TOTAL MATURITY
SCORE ADOPTION SCORE SCORE

~
-

MATURITY LEVEL
SCORE

placed in Level 2, indicating a transitional
phase of development. Small manufacturers
and distributors faired poorly (Level 1) with
little security infrastructure in place and a clear
need for significant investment in both tech-
nology and personnel training. The data high-
light the disparity in cybersecurity adoption
between big enterprises and smaller entities.
Fig. 3 reflects upon the financial return
that firms received from adopting specific cy-
bersecurity measures. They included every-
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thing from antivirus and firewalls to employee
training, enterprise-level security systems and
cloud-based defense platforms. Return on In-
vestment (ROI) was calculated against the to-

120
20,000 55,000
, oo 50,000 25,000 y —
22,000
10,000 2,000 Zeny 12,000

INITIAL COST
(UsD)

MAINTENANCE
COST (USD)

REDUCTION IN
LOSSES (USD)

M Distributors
Large Manufacturers
W Small Manufacturers

Small manufacturers achieved the highest
ROI (300%), primarily due to the relatively
low costs of their implemented solutions and
the noticeable reduction in losses. Medium
manufacturers also demonstrated strong re-
turns (238.34%), confirming the value of em-
ployee training and endpoint security systems.
Large manufacturers and international suppli-
ers experienced moderate returns, as their
higher investment levels produced proportion-
ate benefits, but at reduced efficiency. Distrib-
utors, with minimal expenditures, yielded a re-
spectable 166.78% ROI. The data suggest that
while high-end systems are essential for larger
firms, smaller organizations can achieve sub-

TOTALCOST
(usD)

Fig. 3

tal cost of each measure (upfront and ongoing
costs) relative to the financial loss avoided as a
result of reduced breaches in terms of volume
or severity.

TOTALBENEFIT
(UsD)

ROI (%)

International Suppliers
= Medium Manufacturers

stantial protection gains through low-cost in-
terventions if applied strategically.

The influence of cybersecurity policies was
examined by comparing breach data before
and after policy adoption (table 4). This in-
cluded evaluating breach frequency, financial
losses mitigated, and changes in a firm’s Secu-
rity Index score a composite indicator of over-
all threat management improvement. The ob-
jective was to assess whether formalized pol-
icy adoption, such as ISO/IEC 27001-based
protocols, GDPR-aligned processes, leads to
measurable improvements in cybersecurity
outcomes across various categories of textile
firms.

T able 4
Firm Tvpe Breaches Before | Breaches After | Mean Reduction | Financial Savings | Improved Secu-
P Policy Policy Rate (%) (USD) rity Index
Small Manufac- 15 10 33 10,000 0.30
turers
Medium Manu- 20 12 40 30,000 0.40
facturers
Large Manufac- 25 15 40 50,000 0.50
turers
Internfmonal 30 20 33 100,000 0.60
Suppliers
Distributors 10 6 40 5,000 0.20

Policy implementation had a positive ef-
fect on all firm types (Table 4). The highest
breach rate reduction rate of 40% and the most
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significant average cost savings of $30,000
(medium manufacturers) and $50,000 (large
manufacturers), were recorded. International
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suppliers had the highest absolute savings,
$100,000, although the reduction rate was a
bit lower. The Security Index scores increased
steadily with firm maturity levels from 0.20
for distributors to 0.60 for international suppli-
ers. The results reinforce that standardized cy-
bersecurity policies improve security out-
comes and provide measurable risk reduction
benefits, particularly in organizations with ex-
isting technical infrastructure and governance
capability.

Two critical performance metrics in cyber-
security are latency (the time it takes to detect

=—4=— Average Latency (ms)

600
500

400
300 125
250
200
150

100

25 20

Throughput (TPS)

33.3

500

15

a threat) and throughput (the number of threats
that can be handled per second). In fig. 4 we
analyze these indicators to assess system re-
sponsiveness across firm types. The efficiency
ratio was used to measure how efficiently
each firm processes incoming threats. The
higher the throughput and lower the latency,
the better the overall performance, which is
key in automated or digital integration textile
processing for tackling advanced persistent
threats.

Efficiency Ratio (TPS/ms)

3

18.18

400

100

30

b
v

22

& o
v v

SMALL
MANUFACTURERS

MEDIUM
MANUFACTURERS

As demonstrated in Figure 4, significant
manufacturers had the best performance when
it comes to their system showing the most
throughput (500 TPS) and the lowest latency
(15 ms) leading to an efficiency ratio of 33.33
TPS/ms. International suppliers also per-
formed strongly (response time) likely reflect-
ing proper firewall architecture and extensive
automated monitoring systems. The medium
manufacturers produced balanced metrics with
satisfactory latency and a noteworthy through-
put that earned a robust efficiency score. In
contrast, small manufacturers and distributors
fell behind, underscoring a need to upgrade
detection and processing systems. These dis-
parities highlight infrastructure investment’s
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contribution to facilitating real-time cyber de-
fense capabilities that are important for firms
processing high throughput across a multitude
of movable data goods.

A composite Cybersecurity Performance
Index (CPI) derived from the latency and
throughput measures we analyze in fig. 5. This
index shows how well a firm’s security sys-
tems do against the maximum possible latency
(30 ms) and throughput (500 TPS). The CPlis
between 0 and 1 and enables easy benchmark-
ing across both firm sizes and infrastructure
levels. A higher score on the CPI indicates that
the cybersecurity environment is proportioned
and well-versed and optimized.
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Compared to all firm types, large manufac-
turers reached 0.75 CPI, showing agood mer-
ger between low latency and high processing
power. International suppliers had a score of
0.53, signifying their advanced maturity level
combined with a strong infrastructure. Me-
dium manufacturers scored fair, while small
firms and distributors scored below 0.30, indi-
cating acute underdevelopment of real-time re-
sponse capabilities. Specifically, the CPI re-
veals systemic discrepancies in cybersecurity
deployment and emphasizes the need for in-
vestment and policy attention among firms
with lower indices. It acts as a marker for reg-
ulators and industry stakeholders seeking to
kick up cyber security preparednessin the tex-
tile industry.

Discussion

The findings of this study present an inter-
esting picture of the issues facing cybersecu-
rity and data protection within the global tex-
tile industry. The results suggest that compa-
nies have unique vulnerabilities depending on
their size and operational scope, and smaller
manufacturers and distributors are the most
likely to fall prey to breaches. The frequency
of breaches and financial losses reported here
emphasize both the real costs of cybersecurity
defects, as well as highlight the broader sys-
temic threat in the industry’s growing intercon-
nected supply chains [15].

A major insight is the extent to which tar-
geted investments in cybersecurity drive down
both the frequency and severity of breaches.
By virtue of their superior resources, larger
manufacturers enjoy a distinct advantage in de-
ploying advanced cybersecurity controls that
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lead to the lower breach frequencies, and cer-
tainly higher overall performance index. In
contrast, many smaller firms find themselves
unable to budget adequately for strong secu-
rity frameworks. This gap demonstrates an in-
dustry-wide demand for more accessible, af-
fordable, and scalable cybersecurity options
across companies of all levels [12].

What is also noteworthy about this study is
the quantification of the impact of standardized
security policies. Companies that use con-
sistent, well-defined security policies experi-
ence significant decreases in the number of
breaches as well as the severity of incidents.
Fostering regional and international regula-
tory harmonization will be a godsend for miti-
gating the cybersecurity risk facing the textile
industry. The fragmented regulatory landscape
creates compliance hurdles for global firms,
but the positive outcomes for companies with
stringent policies illustrate the advantages of a
consolidated approach [20].

When comparing these findingsto previous
studies, it is clear that the cybersecurity profile
of the textile industry differs starkly from
other sectors. While research in areas such as
finance or healthcare often highlights the rapid
embrace of security technologies, the textile
sector seems relatively sluggish on this front.
This gap is due to a variety of factors: tighter
working margins, less investment in IT as a
whole, and a legacy focus on physical infra-
structure rather than into digital systems [21,
22]. However, as digital transformation be-
comes more and more prominent, sophisti-
cated cybersecurity solutions must be intro-
duced as well [17].
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Itis the fact that textile supply chain is so
interconnected that makes it a man attraction
for the criminals of the internet. With more
manufacturers and suppliers using 10T devices,
cloud platforms and big data analytics, the at-
tack surface is growing. This poses a risk and
increases the demand for proactive threat man-
agement strategies that move beyond tradi-
tional perimeter defenses [23].

Cybersecurity systems which work opti-
mally ensure breaches are avoided altogether,
and that operational disruptions created
through incident responses are as minimal as
possible. Companies that push fewer products
over time at lower latency without compromis-
ing security have proven that cybersecurity and
controlled production processes are not inher-
ently at odds. This is consistent with industry
trends emphasizing the importance of opera-
tional resilience as being equal to that of secu-
rity; succeeding in integrating these two will
likely result in significant competitive ad-
vantages [24].

In this larger context, these results mean that
the textile sector is at an inflection point. Some
firms especially the larger ones are progressing
to full cybersecurity solutions approach, other
still falls behind. Industry-wide initiatives and
standards may be needed to level the playing
field between small and large companies, as
small and big firms experience stark differences
in breach rate, financial loss, and performance
metric vulnerabilities. In addition to regulatory
changes, initiatives may also include industry at-
tempts to create common best practices, provide
training programs, and set standards for cyberse-
curity certification[19].

The discussion reflects both progresses
made and the challenges that remain in secur-
ing the global textile industry’s digital infra-
structure. By highlighting such vulnerability
areas, quantifying targeted investment benefits
in these areas, and examining the role of an ap-
propriately consistent regulatory environment,
this study adds to a body of work dedicated to
policy and practice in an area deserving of
greater attention. The results highlight that
clear policies and standardization, technologi-
cal adoption, and cross-sector collaboration
will be crucial in creating a more resilient and
secure textile industry going forward.

Conclusion

The article has delved into the changing
landscape of cybersecurity laws and data pro-
tection in the industry, identifying key takea-
ways that can inform more effective strategies
and policies moving forward.

One of the key findings of the study is a
clear link between targeted cybersecurity in-
vestments and better security outcomes. The
results also underscore the need for standard-
ized security policies. A third key finding is
that the specific characteristics and complexity
of the textile supply chain require tailored so-
lutions; Ensuring that the typology and scale
of solutions developed are appropriate to par-
ticular what are known as ‘systems of routing’
within the supply chain.

The study also highlights the need for pro-
active threat management. As the digital
transformation of the industry accelerates,
older patterns of cooperation are increasingly
challenged and a new understandingis needed,
an understanding that the findings from expe-
riences across multiple organizations will con-
tribute to.

The global textile industry has a brief win-
dow of opportunity to reshape cyber measures
and data protections. By making data-driven
investments in secure infrastructure, facilitat-
ing standardized policies, and launching col-
laborative initiatives, it can help create a more
secure digital landscape that will not only re-
duce risks but help foster innovation and resil-
ience.
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